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Executive Summary

T
he results of Actimize's Card Fraud and Mass Compromise peer review -

managed by Infosurv, an independent research company - validate a

number of widely held assumptions about recent developments in card

fraud around growth rates, the threat of mass compromises, and the need for

more modern technology solutions. 

The report clearly confirmed that ATM/debit fraud claims grew in 2008 and

most expect further growth in 2009.  Considerable evidence shows that the

industry is sustaining damage from recent mass compromise incidents and a

number of respondents believe information exposed in recent compromises is

currently being leveraged to fuel attacks against financial institutions.  Finally, the

report also suggests that financial institutions with the latest generation of

technology and real-time capabilities are in a much better position to manage

emerging risks associated with fraud attacks.

Growth of ATM Debit Fraud

T
he research results are clear - fraud attacks are on the
rise.  Many financial institutions saw double-digit
growth in ATM/debit fraud claims in 2008 and many

expect double-digit growth in fraud attacks in 2009.  

Forty percent of all respondents experienced double-
digit ATM debit fraud claims in 2008 as compared
to 2007. 

Over 80 percent expect ATM/debit attempts to
increase in 2009 as compared to 2008, with almost
35 percent predicting a 10 to 14 percent growth
rate.  



3

Mass Compromise 

M
ass compromise of client card information is
negatively impacting the card industry on several
levels: excessive card replacement, increased

call center and operational costs, and reduced customer
confidence.  When a data source with relatively complete
customer files are exposed, like those in recent mass
compromises, there is a higher risk of that information being
used in fraud attacks.  For example, 30 percent of
respondents believe they have witnessed fraud involving
card track data stolen from TJX or Heartland.  

A large majority of respondents - 70 percent - estimate less
than four percent of accounts experience fraud.  Nearly half
of the respondents reported that less than one percent of
exposed/compromised accounts actually experience
fraud.  With this limited fraud exposure, it was surprising that
15 percent of respondents reissued new cards to more than
20 percent of their cardholders - a number probably
attributable to less sophisticated anti-fraud controls and
analytics.  The number of cards reissued by respondents is
disproportional to the actual fraud exposure as a result of
mass compromises.

Over 78 percent of respondents agreed that mass
compromise events can negatively affect consumer
confidence in the ATM/debit channel.

Fifty-seven percent said mass compromise events
increase overall costs.

Roughly 20 percent noticed an increase in call center
traffic by at least 10 percent after each incident.

Real-Time

T
he research makes it clear - many organizations lack a
real-time anti-fraud card infrastructure and at the same
time many organizations believe such technology can

greatly reduce fraud losses. 

The good news is that unlike legacy solutions, there are
modern technologies available in the market that can
analyze all card transactions in real time and accurately
detect and prevent fraud.

Only 26 percent of respondents have the capability
to analyze and stop fraudulent transactions in real
time. 

Of those without, almost 38 percent believe
implementing real-time technologies can save 20
percent or more of current losses.
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Chip and PIN

W
hile the debate around the effectiveness of Chip
and PIN (EMV) will likely continue throughout
the industry, most respondents expect a rise in

counterfeit fraud in the US following Canadian deployment.
There is a clear understanding that fraud can still occur on
Chip and PIN accounts and that fraud migrates to
neighboring regions outside the Chip and PIN network, or
to card not present transactions on the Internet.   

Over 55 percent of respondents expect US card fraud
levels to increase or dramatically increase after
Canada adopts Chip and PIN (EMV), which is
expected to reach critical mass by 2010.

More than 85 percent of respondents would
recommend that a country without Chip and PIN make
the investment in the technology.

First Party Fraud

F
irst party fraud occurs when a customer applies for and
accepts credit with no intention of repayment.
Applicants use their real identity, a synthetic identity, or

misrepresent their real identity to open accounts.  First party
fraud is now being recognized across the financial industry
and is receiving significant investment by a number of banks.
The research points out that around half of the respondents
expect it to continue to grow this year. The British Bankers
Association estimates that as much as 10 to 15 percent of
bad debt losses suffered by the banking sector may be a
result of first party fraud.

Nearly 47 percent saw less than 10 percent growth of
first party fraud in 2008, while 12 percent of
respondents experienced a 10 to 24 percent increase.

Forty-nine percent expect first party fraud to increase in
2009.
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Effect of the Economic Downturn

C
ustomers are transacting with their debit cards more
than ever.  Many believe that consumers are
reducing their use of credit cards and consolidating

spending to fewer cards to better manage expenses.
Credit and risk decisions have impacted some of the limits
provided by the institutions to their members.  

Nearly 70 percent of respondents did not report a
decrease in the number of ATM/debit transactions per
customer.  

Forty-four percent of respondents reported a decrease
in the number of cards carried by their customers and
the same percent have reduced overdraft limits on
accounts attached to debit cards.

Sixteen percent of respondents indicated that their
organizations have reduced ATM limits.

Demographics and Research Background

T
his research study, sponsored by Actimize, a leading
provider of technology solutions for anti-money
laundering, brokerage compliance and fraud

prevention, was conducted by Infosurv, an independent
research firm, in the second-quarter of 2009.

The survey participants - 113 financial services
representatives within the card and payment industry -
completed an online survey that consisted of over 40
questions.  The respondents represent financial institutions
globally, with a little over half from North America, almost
half spread across Europe and the remaining in Asia Pacific
and Australia.  The asset size of firms varied greatly,
proportionately representing the diverse card industry with
participants from organizations with over 100 billion in
assets to much smaller organizations.

Thirty-four percent represent retail banks, 25 percent card
issuers, 20 percent payments processors, with the remainder
spread amongst third party providers, consultancies and
others.  Most respondents identified themselves as
executive management, line of business and fraud
prevention/loss management. 
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Detailed Results

Declining economy

[1] Did your organization see an increase in the number of ATM/debit card fraud claims in 2008 as
compared to 2007?

[a] Of those that did see an increase, how much of an increase did your organization see in the
number of ATM/debit card fraud claims?
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[2] Does your organization expect ATM/debit card fraud attempts to increase in 2009
as compared to 2008? 

[a] Of those that do expect an increase, how much of an increase in ATM/debit card fraud
attempts is your organization expecting?
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[3] Comparing credit card fraud growth to debit card growth, which of the following does your
organization expect?

[4] How has recent economic instability affected the use of prepaid cards?

Increased use
Decreased use

No effect
Total

Percentage
35.00%
15.00%
50.00%

100.00%

Debit card fraud to grow less than credit
card  fraud growth

Debit card fraud to grow at around the
same  rate as credit card fraud

Debit card fraud to grow faster than
credit card fraud growth

Debit card fraud to grow dramatically
faster than credit card fraud growth 

I don't expect either debit or credit card
fraud to grow 

Total

Percentage

36.00%

28.00%

26.67%

1.33%

8.00%

100.00%
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[5] Did your organization experience an increase in empty envelope deposits in 2008
as compared to 2007?

[a] How much of an increase did your organization experience in empty envelope deposits?
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[6] Has recent economic instability influenced your organization to reduce overdraft limits on customer
accounts or ATM withdrawal limits?  Has it influenced your customers to reduce the number of cards
they carry?  Has it decreased the number of ATM/debit card transactions per customer?

[7] By what percentage have first party fraud attempts (fraud perpetrated by customer, not a third-
party) increased at your organization in 2008 as compared to 2007?
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[8] Does your organization anticipate an increase of first party fraud attempts in
2009?

[9] Learning from the UK experience with Chip and PIN - if you had the ability to go back in time,
would you have recommended the UK make the big Chip and PIN investment it made?  Would you
recommend a new country without Chip and PIN to go ahead and make the investment in this
technology?
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Yes
No

Total

Percentage
61.54%
38.46%

100.00%

[10] What do you think will be the impact of Canada's adoption of Chip and PIN (EMV) on US card
fraud levels?

[11] What percentage of card fraud at your organization do you estimate to be a result of online
scams such as phishing?

Less than 1%
1% to 4%
5% to 9%

10% to 19%
Over 20%

Total

Percentage
36.67%
41.67%
11.67%

8.33%
1.67%

100.00%

[12] When a customer travels overseas, do you think it is reasonable to expect him/her to notify their
card issuer to minimize false positives or risk being stuck without a working card?
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Operations

[13] Do you currently have technology in place to evaluate and stop fraudulent transactions
in real time?

[a] Of those that do not have real time, what percentage of your organization's current losses do
you estimate could be prevented if you could analyze the validity and stop fraudulent transactions
in real time?
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[14] How many business days does it take your organization to implement new protective rules or
policies in response to new threats and attack techniques within your monitoring platform?

[15] Does your organization promote its fraud prevention capabilities to attract new customers?

Yes
No

Total

Percentage
44.59%
55.41%

100.00%

Of those that shared data, respondents experienced an average of 7.93 days to implement new rules or
policies, with a range up to 60 days.
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Mass compromise

[16] What percentage of all time spent on fraud detection does your organization dedicate to
planning, implementing, and protecting against mass compromise attacks?

None
Less than 10%

10% to 19%
20% to 39%
40% to 50%

Greater than 50%
Total

Percentage
8.06%

50.00%
29.03%

9.68%
1.61%
1.61%

100.00%

First Generation - manually looking over results for suspicious behavior and contacting compromised card customers at the
time of compromise notification and reissuing all cards.

Second Generation - tools in place to automate queries and deliver alerts in electronic format via email or portal, reports still
need to be reviewed manually, and the purpose of the report is to reissue compromised cards.

Third Generation - Single case management platform and workflow tools automatically execute analytics and data mining
to detect defined attacks on compromised cards.  Groups suspect compromised cards into clusters and analyses entire
compromise card clusters to proactively identify points of fraudulent use.  Only reissue cards for active clusters of compromised
cards as transactions are conducted on the cards.

[17] What generation of technology is your organization using to combat mass
compromise? (check all that apply)
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[18] Please indicate the level with which you agree or disagree with each of the following
statements.

Media coverage of mass compromise events negatively affects consumer confidence in the
ATM/card channel. 

Publicly exposed mass compromise events increase my organization's call center volume.  

Publicly exposed mass compromise events increase my organization's overall costs.  

PCI compliance protects against mass compromise attacks.

a.  

b.    

c.    

d.

[19] Has your organization noticed a decrease in use of a particular payment channel after public
announcements of major mass compromise events?

Yes
No

Total

Percentage
18.37%
81.63%

100.00%
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[20] From your experience, what percentage of accounts exposed in mass
compromises are actually impacted by fraud?

[21] Last year, what percentage of your organization's cardholder population was reissued
new cards in response to mass compromise without experiencing actual fraud losses?
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[22] What percentage increase of customer call volumes do you estimate your organization
experiences after a public announcement of a single mass compromise event?

None
Less than 5%

5% to 9%
10% to 25%

Greater than 25%
Total

Percentage
14.81%
42.59%
22.22%
12.96%

7.41%
100.00%

[23] Do you believe you have seen stolen data from the following mass compromise events used in
fraud attacks? (check all that apply)
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Enterprise-wide fraud / cross-channel correlation

[24] How many systems are accessed during a typical fraud investigation at your organization?
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How would you describe your organization's cross-channel integration capabilities

[25] Between AML and Fraud

Not integrated, disparate systems
Disparate systems with some point-to-point integration

Enterprise-wide and cross-channel integrationì
Total

Percentage
37.50%
35.42%
27.08%

100.00%

[26] Across payment platforms - ATM/debit, credit card, ACH, wire, bill pay

Not integrated, disparate systems
Disparate systems with some point-to-point integration

Enterprise-wide and cross-channel integration
Total

Percentage
20.75%
41.51%
37.74%

100.00%

[27] Between remote channels - online, phone, IVR

Not integrated, disparate systems
Disparate systems with some point-to-point integration

Enterprise-wide and cross-channel integration
Total

Percentage
28.85%
38.46%
32.69%

100.00%

[28] Between business groups - Retail, commercial, etc.

Not integrated, disparate systems
Disparate systems with some point-to-point integration

Enterprise-wide and cross-channel integration
Total

Percentage
20.00%
48.00%
32.00%

100.00%
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Demographical Info

[29] What type/part of a financial institution do you work in?
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[31] What best describes the area you work within?

[30] What is the asset size of your organization? (in US dollar values)
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[32] In what region do you work?
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